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https://www.nist.gov/itl/ai-risk-management-framework





https://csrc.nist.gov/pubs/ai/100/2/e2025/final
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https://atlas.mitre.org/matrices/ATLAS











https://www.mitre.org/news-insights/publication/mitre-atlas-openclaw-investigation





https://cdn-dynmedia-
1.microsoft.com/is/cont
ent/microsoftcorp/micr
osoft/final/en-
us/microsoft-
brand/documents/Taxo
nomy-of-Failure-Mode-
in-Agentic-AI-Systems-
Whitepaper.pdf
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Build Test Deploy Operate

Modelscan

Scans downloaded 

model weights.

https://github.com/pro

tectai/modelscan

ZenML

Tracking lineage of 

data and models.

https://github.com/ze

nml-io/zenml 

Nvidia NeMo 

Guardrails

Rules for restricting 

interactions.

https://github.com/NV

IDIA-

NeMo/Guardrails 

META Llama Guard

Specialised LLM as 

security classifier.

https://huggingface.c

o/meta-llama/Llama-

Guard-4-12B 

Langfuse

Visual traces of LLM 

and agent workflows.

https://github.com/lan

gfuse/langfuse 

Arize Phoenix

Context poisoning 

monitoring/detector.

https://phoenix.arize.

com/ 
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NVIDIA Garak Microsoft PyRIT Promptfoo DeepTeam

The automated 

vulnerability scanner 

(Nmap for LLMs).

The advanced persistent 

threat simulator.

The DevSecOps pipeline 

defender.

The out-of-the-box 

compliance checker.

Fast, broad-strokes 

probing for known CVEs 

and basic jailbreaks.

Multi-turn, compounding 

conversational attacks 

and multi-modal testing.

Lightweight, YAML-based 

testing that runs 

automatically on every 

code push.

Pre-loaded with 40+ 

vulnerabilities; 

automatically maps to 

OWASP and NIST.

Security Auditors 

establishing initial safety 

baselines.

Dedicated Red Teams 

testing complex AI 

agents.

Developers & QA 

catching regressions 

during daily builds.

Governance & Risk 

(GRC) teams needing 

quick compliance reports.

https://garak.ai/ https://github.com/

Azure/PyRIT

https://promptfoo.dev/ https://trydeepteam.com/



Image: ChatGPT 5.2



Elementi di Ingegneria dell'Informazione

10 CFU

Diritto della 

sicurezza

11 CFU

Sicurezza 

delle reti

7 CFU

Sicurezza 

dei Sistemi 

di Elab. 

Tradizionali

13 CFU

Sicurezza 

dell’AI

6 CFU

Master di Secondo Livello in

Cybersecurity e Compliance 

Aziendale Integrata
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